KAK SALLIUTUTDBCAH
OT OPULLUNHIA

®OuUwUHr — BUA MOLLEHHUYECTBa, Korga Yy verfioBeKa KpaayT
nepcoHaJibHble AaHHblIe Uiu geHbru € NoMoLllbio camToB-noaaesniok.
YacTo MOLWEeHHUKU aenaloT CaMThl, KOTOpbIe KaK ABe KarnJjiu BoAabl
MOXOXKM Ha CanTbl pealJibHbIX oprauusauuﬁ

KAK MOXXHO OKA3ATDbCH
HA ®ULLNHITOBOM CAUTE?

Mo ccbikaM U3 MHTEpPHeTa N aNeKTPOHHOM noYyTbl, CMC,
COOBLWEHUIM B COLICETHAX UK MecCeHkepax, peKknambl,
OBbABMEHUN O NIOTepesiX, pacnpogarkax, KOMMneHcaumsax

OT rocygapcTBsa

XaKepbl YHacCToO B3J1aMbIBalOT Yy>KUe aKKayHTbI,
n d)HI.I.IMHFOBaﬂ CCblJ/IKa MOXKeT I'Ile‘;lTM Aa)ke OT 3HaKOMbIX

KAK PACMO3HATb
PULLNHIOBbIN CAUT?

Appec oT/IM4aeTcs OT HAaCTOSLWEro Nuilb Napow CMMBOJIOB
B appecHom cTpoke HeT https 1 3Hauka 3akpbITOro 3amMka
OnsanH CKonmpoBaH HeKa4YeCTBEHHO, B TEKCTax €CTb OWMOKU

Y caiTa Masio CTpaHuL, N gayke ofgHa — ONs BBOAA LaHHbIX
KapTbl

KAK YBEPE4YbCH OT ®ULLUUNHTA?

YcTaHOBUTE aHTUBUPYC U perynsapHO O6HOBNSINTE ero
CoxpaHanTe B 3aKk/agkax agpeca HY)>XHbIX CarlTOB
He nepexoguTe no Nnogo3puTesibHbIM CCbIfIKaMm

MUcnonbayiTe oTOeNbHYIO KapTy AN NOKYMNOK B MHTEpHEeTe,
KNaguTe Ha HEE HY)KHYIO CYMMY MpAMO nepef onnatoun

S8
ﬂ%‘f&: Monpo6Hee o npaBunax SIS
OB Ku6eprurmeHbl YuTaiiTe Ha 0



HA BAC
BbIXOAAT CAMMA

AdepucTtbl MOryT
NpencTaBUTbCH CITY)K60M
6e3onacHocTu 6aHKa,
Hasiorosomn,

NpoKypaTypow

JTro601 HeoXUaaHHbIN
3BOHOK, CMC unu nucbmo —
NnoBOA HaCTOPOXUTbCS

3BOHAT
13 BaHka, Noaumm

WY Opyron opraHusauumn?

PALYIOT BHESAMNHOMN
BbIrOOOU UINMU MYTAIOT ~ YBEOMUTECH,
CunbHble aMoLUm YTO 3TO HE MOLIEHHUKN!
ApuTynnsaT
6auTenbHOCTb

@ BAXHO!

CoTpyaHUKM 6aHKOB U NONMULMK .
HWKOI'OA He cripawmvBatloT o
PEKBU3UTbI KapTbl, Mapom

u3 CMC, nepcoHasibHble AaHHble
M He NpOoCST coBepllaTh ©
nepeBoapl C Balle KapTbl

S

Kak 3almTuTb CBOU pUHAHCHI,
yuTauTe Ha fincult.info

HA BAC OABAT

AdepucTbl Bcerpa
TOpPOMAT, YTO6bI

Y Bac He 6bin1o
BpeMeHu Bce o6ayMaTb

rOBOPAT O AEHBIrAX

MpepnaraloT cnacTu
cbepexeHust, NoNyunTb
KOMMEHCaLMIO U BIIOXXUTbCA
B MHBECTULMOHHbIM NPOEKT

MPOCAT COOBLUNTD
AAHHbIE

3110yMblIlLSIEHHUKOB
UHTEepecCyoT PpeKBU3UTbI
KapTbl, TApOSIM U Koppl

M3 6aHKOBCKMX YBEOOMJIEHWIA

HUKOIAA HUKOMY
HE COOBLLAUTE:

koabl us CMC

Tpex3Ha4HbI¥ Kog Ha 060pPOTHOM
cTopoHe kapTbl (CVV/CVC)

PIN-kog

naponn/noruHbl K 6aHKOBCKOMY
MPUIIOXKEHUIO M OHNMAMH-6aHKY
KOAOBOE C/I0OBO

nepcoHarbHble AaHHble

duHaHcoBad
KynbTypa



@ 3AB/IOKUPOBATb @ HAIMUCATb

© OBPATUTbLCHA

KAPTY 3AABJIEHUE O HECOITTACUUN B noiuvuuio

C ONEPALIVENA

R

+ Mo HoMepy TenedgoHa 6aHka . 3asBneHne AOMXKHO ~ Yem Gonblue niogeil
Wnu Ha odpnLmManbLHOM canTe . B TeueHNe cyToK nocne TeM Bbilue BepOSTHOCTb,
+ Yepes MOGUILHOE NPUNoXeHue | COO6LLEHUS O CMUCAHUN . YTO NMpecTynHUKOB
+ Yepes NNYHbIN KaBuHeT Bl PNIO)
Ha opmumanbHOM caiTe 6aHKa | < Ha MecTe B OTAEe/IeHUK
: 6aHka

« B OTAENEeHUn 6aHkKa

KAK OBE3OINACUTb AEHbI'N HA CHETAX?

HUKOMY HE COOBLLAWUTE:

« CPOK AENCTBUA KapTbl U TPEX3HAYHbI KOO,
Ha ee 060poTHOI cTopoHe (CVV/CVC)

« NApPONU 1 KOAbl U3 YBEOOMNEHUN

« JIOFUH U Mapo/ib OT OH/1alH-6aHKa

HE NYBNIUKYWUTE
I'IepCOHaI'IbeIe OAaHHble B OTKprTOM ,D,OCTyﬂe

YCTAHOBUTE
aHTMBUPYCbl Ha BCE YCTPOMCTBA

Moppo6Hee o NpaBuiax 6€30MacHOCTU
yuTamTe Ha fincult.info

KOAOBOE C/10BO

Ha3blBanNTE TO/IbKO COTPYAHUKY OaHKa,
Korga caMum 3BOHUTE Ha ropAvyro
JINHUIO

BaHkK He KoMneHcupyeT
noTepw, €cnun Bbl HAPYLLWUN

npasuna 6e3onacHoro
UCNno/ib30BaHUA KapTbl

®duHaHcoBas
KynbTypa




OT OHNTAMH-MOLLEHHMKOB

Y106bl fOOpaThCA A0 BaluMX 6AHKOBCKUX CHETOB,
MOLLUEHHUKaM HYXHbl BallKX MNepcoHanbHble AaHHbIE
U PEKBU3UTbI KapT

Kakue cxeMbl ucnonb3ylot apepucTbl?

OBELLAIOT 30J10TbIE F'OPbI
Onpochkbl 3a BO3HarpaxaeHue, couurarnbHble BbinaaTbl UM CBEPXNPUObIIbHbIE
MHBECTULMOHHbIE NPOEKTbl. [apaHTnsa 6bICTPOro oboralleHnsa — npu3Hak oomaHa

SAMAHUBAIOT HA PACIMPOAAXU

OFpOMHbIe CKNOKU N HU3KNE LieHbl MOTIyT OKa3aTbCH MOLLEHHNYECKOWN yI'IOBKOVI

CMNEKYJIUPYIOT HA TPOMKUX COBbITUAX

Hanpumep, 06baBAAK0T c60p AEHEr Ha pa3paboTKy BakLMH, 06eLLaloT BEPHYTb
OEHbIM 38 OTMEHEHHbIE PENCHI UK NpeasiaratoT Noay4YnTb rocygapCTBEHHbIE
aortaunm

MACKUPYIOTCH

PasbirpbiBatoT ponb NpogaBLOB M NoKynatenen Ha NonynapHbIX canTax 06 bABAEHUN

Kak o6e3onacuTb CBOU OeHbru

B UHTEpHeTe?

YcTtaHOBUTE @aHTUBUPYC U PErynspHO OOHOBMASANTE €ero

3aBeanTe oTAe/IbHY LeOETOBYO KapTy A/19 nnaTexen
B UHTEPHETE M KNaguTe Ha Hee HyXXHYK CyMMy nepea oniaTon

Bcerpga npoBepsinte agpeca 3/1eKTPOHHOW MOYThl U CANTOB —
OHUM MOrYT OT/IMYaTbCA OT oML ManbHbIX UL NApPO CUMBOJ/IOB

He nepexoaute no cchbifikam OT HE3HAKOMLEB —
cpasy yaanainte COMHUTE bHble COOBLLEHNS

Hukomy He coobLanTe CBOM NepcoHasibHble AaHHble

Moppo6Hee o npaswiax
KnbeprurmeHsi ﬁ ®uHaHcoBas
ynTanTe Ha fincult.info KylIbTypea



@ baHk Poccum

KAK SALLTUTD

BUPYCDbI:

« OTKPbIBAIOT yAaseHHbIN 4OCTYN K BalleMy YCTPOUCTBY
« KpagyT NoruHbl U Naposiv OT OHMaH- U MOBUbHOro 6aHKa

» NepexBaTbiBalOT CEKPETHbIE KOAbl N3 COOOLLEHN A

3anony4uB 3TU AaHHble, KN6EepPNpPEeCTYNHUKU
MOryT NOXUTUTb BCE A€HbI'M C BallUX CHETOB

KAK NMOHATD,

YTO YCTPOMUCTBO 3APAXEHO?

YTO AEJIATD,

ECJ/IM HA YCTPOUCTBE BUPYC?

KAK SAWLWNTUTD

YCTPOMUCTBO OT BUPYCOB?

3aBucaeT, nepesarpyXaeTcs UM OTK/IIoYaeTcs
CaMo 3aBepLiaeT pa6oTy NPUNOXEHNN
Moka3sbiBaeT BCN/biBalOWME OKHA

TepsieT o6beM NaMAaATn

MosBoHUTe B 6aHK 1 Nornpocute 3abnoknpoBaTb aoctyn
K OH/TalH- n MOﬁVIanOMy GaHKy 1M BCe KapThbl, KOTOpPbIe
UCMoNb30Basin Ha YCTPOUCTBE

O6paTtutech B CePBUCHbINA LLeHTP, YTOObI BbISIeYUTb ragXxeT

MepeBbINycTUTE KapTbl, CMEHUTE /IOTMH U Naponb
OT OH/1aH-6aHKa 1 3aHOBO YCTaHOBUTE 6AHKOBCKOE MPU/IOXKEHUE

Mcnonbsymnte aHTUBUPYC U PErynsapHoO ero o6HoBnsnTe

He nepexoauTe No ccbisikaM OT HE3HAKOMLEB, HE YCTaHaBNNBaWTe
nporpammbl Mo UX NPocbbe U He UCNIONb3YNTe YyXne theLKn

CkauvBanTe NPUIoXEHNSA TONIbKO U3 NPOBEPEHHbIX NCTOUMHUKOB
O6HoOBNANTe OMNepaLMOHHYIO CUCTEMY YCTPOMCTBA

UNs6eramnrte ob6wenoctynHbix Wi-Fi-ceten

Moppo6Hee o 3alWwmTe ragXeToB ®duHaHcoBas
uuTauTe Ha fincult.info KynbTypa



